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ABSTRACT 

 

Credit card fraud has emerged as one of the most common types of frauds that have a huge 

impact over the consumers and more importantly the business of giants like Visa. Visa has 

suffered a loss of 500 million Pounds in credit card frauds. Therefore, with the aim of achieving 

effective and less intrusive credit card fraud detection mechanisms, credit card service providing 

companies like Visa are investing large amount of money and resources for the development of 

highly efficient algorithms and big data analytics technology. Specifically, because big data 

possesses the capability of preventing credit card fraud. The results of the study revealed that 

Visa, a credit card processing giant, cannot afford to stand still in today’s highly competitive 

environment, as they are consistently at the risk of losing the trust of its customers, and its brand 

image which is something that it cannot afford. Visa has integrated big data analytics within its 

system to harnesses the powerful algorithms and underlying the software and the hardware 

which is capable of running calculation at a much faster pace, and in a much more cost effective 

manner as compared to other traditional analytic engines. 
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CHAPTER 1: INTRODUCTION 

 

1.1 Introduction 

Banking is a massive industry, which possesses various facets which includes; credit card 

lending companies, retail banks, and investment management companies. All of these companies 

approach the issue of fraud detection and prevention in a different manner. Among these 

businesses, a business that suffers the most is the credit card lending companies. It is estimated 

that every year, the number of fraudulent credit card transaction have been increasing 9.5% in 

quantity and 10.8% in value (Xu, Lu, &Chau, 2015, p.75). According to United States 

Department of Justice, credit card fraud all over the world worth over $5 Billion and it is rising 

every year.The sheer volume of loss which is accredited to the credit card fraud has resulted in 

pressuring down the credit card companies for determining a solution for effective identification, 

analysis, and rectification of the fraud. This would prove to be beneficial for the credit card 

companies, as this would allow them to provide the customers with positive experience through 

which they can generate an increasingly and highly sophisticated customer base.  

Thus, with the aim of achieving an effective and less intrusive credit card fraud detection, 

various credit card companies, and financial institutions are investing large amount of money and 

resources for the development of highly efficient algorithms and big data analytics technology. 

The capability possessed by big data for the prevention of credit card fraud can prove to be 

highly beneficial in combating credit card fraud (Correia, Fournier, &Skarbovsky, 2015, p. 21). 

Big data possesses the ability of utilizing large volumes of data that is generated at exceedingly 

high velocity which results in increasing the accuracy and the confidence of the companies in the 

process of detection of the credit card frauds. Thus, in this study, the researcher aims to conduct 
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a critical analysis of the role big data can play in the credit card fraud detection, and how it can 

be utilized by companies to effectively mitigate the threat associated with credit card fraud.  

 

1.2 Background of the Study 

According to a recent report published by Mehra, (2013) the estimated cost of the credit 

card frauds for the online retailers have reached to more than 3 billion pounds a year, which is 

0.8 percent of the overall revenue of the industry. According to an average an online retailer 

loses more than 8000 pounds due to credit card frauds for every 1 million pound in his total 

revenue. Thus, there is a significant amount of loss that is experienced by the retailers every year 

due to credit card fraud. Unfortunately, the rate of fraud increases with the retailer intending to 

extend its support for mobile commerce. Today, every retailer strives for zero losses due to fraud 

but the goal still remains elusive. With the rise of big data in past few years, the goal of 

achieving a fraud proof transactional platform has become quite possible, and the goal now 

seems well within the reach. Big data possesses the capability of preventing the fraud through the 

identification of the insights which were not easily accessible previously to the retailers (Gupta 

et.al, 2012, p. 55).  Big data can help the retailer through preventing the credit card fraud from 

two fronts; prevention of the business account from being compromised by a fraudster, and 

through detection of all the fraudulent transaction for the customer due to which retailers usually 

suffer from massive chargebacks.   

Correia, Fournier, &Skarbovsky, (2015, p. 55) conducted a study in which he found that 

big data will play a highly crucial role in the future for protecting customers and retailers from 

credit card fraud. Big data will reduce the need for the implementation of the system that are 

currently being used by banks and credit card companies, which ask the customers to provide 
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multiple proof in order to validate and authenticate their identity. Through the integration of big 

data within their business banks, credit card companies, and financial institutions will experience 

high level of security and protection against credit card fraud. Furthermore, integration of big 

data will ensure that the credit card transaction are processed without asking any additional 

details from the customer, as the companies will utilize big data algorithms will be used for 

analysing the context and the behaviour of the transaction, which in turn dispel all sort of doubts.  

Through the integration of big data, the validation and authentication of the data comes 

together. Security improvement driven by the emergence of the Big Data has resulted in the 

accomplishment of two strategic goals (Keim, 2014, p. 160). Integration of big data has 

improved the security of financial transaction made through credit card, and at the same time it 

has resulted in increasing the level of trust among the consumers associated with the utilization 

credit card. Big data will prove to be extremely critical for the well- being and growth of the 

financial institutions, because due to increasing number of credit card frauds customers are 

neglecting the utilization of services of credit card companies. Investment in the big data 

analytics by credit card lending companies and the banks serves as the baseline for the growth of 

this industry.  

 

1.3 Problem Statement 

 Basing the financial decision on data is not a new concept. Every financial service 

providers has tapped into a wide range of the data which include payment card primary account 

number, the status of the card, and the account balance for secure authorisation of a financial 

transaction. In todays’ fast paced technological advanced world, the real-time payments through 

multiple channels have made the security of the financial institutions like credit card companies 
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and banks more prone to their security. Thus, the battle of fraud detection and prevention has 

intensified. The real-time payments require financial organizations to make instantaneous 

decisions, and the process of authorisation needs to be completed in a quicker and efficient 

manner through the utilization of more data resources than ever before. In this environment, big 

data analytics can prove to be highly essential for the companies in order to ensure that the 

financial transactions take place in a highly secure and authentic manner and the companies 

providing financial services protect themselves from fraud (Anderson, & Hardin, 2014, p. 165). 

Predictive analytics have been utilized by banks and financial institution for a longer period of 

time, however, big data is a game changer as it enables the companies to deploy real-time 

analytics on a huge scale.  

 

1.4 Aims of the Study 

This study aims to: 

 Critically analyse the role of big data in credit card fraud detection.  

 Evaluation of Big Data analytics as a tool for credit card fraud detection. 

 

1.5 Objectives of the Study 

The specific objectives of the study are:  

 To examine the role big data analytics in credit card fraud detection 

 To critically analyse and examine the innovative big data fraud detection methods  

 To analyse the advent of big data, on distributed Hadoop-based platforms like MapR, and 

its efficiency in credit card fraud detection    
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1.6 Research Questions 

 Following are the questions that will be addressed in the study: 

Q1. What is the role played by big data/big data analytics in credit card fraud detection? 

Q2. Which of the innovative big data fraud detection method is suitable for reducing the 

risk of credit card fraud?  

Q3. What is the impact of distributed Hadoop-based platforms in reducing credit card 

fraud?  

 

1.7 Significance of the Research 

 The study is highly significant for the credit card service providing companies, banks and 

various other financial institutions, as it will provide them with an in-depth analysis of big data 

analytics, and the role it can play in the creation of safe and secure environment for transaction 

among the retailers and the consumers. With a number of fraud incidents posing a significant 

amount of threat to organisation, the growing number of organisation are looking towards the big 

data analytics to help them towards the creation of an improved fraud detection, analysis and 

prevention system.  

 However, currently very few organisations have effectively deployed big data analytics 

tools within their organisations. Due to the huge amount of financial investments, time, and 

resources that are required for the successful integration of big data within the business. Thus, in 

this study the researcher will provide an overview of the methods that could prove to be useful 

for effective implementation of big data within organisations. It will enable the companies to 

detect errors and fraud quickly, and develop mitigation plans for resolving the issues related to 

fraud (Sun et.al, 2014, p. 7). The companies that successfully integrate big data within its 
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business model will certainly gain a competitive advantage over its competitors in the market. 

Real-time analysis will enables the companies to design and develop more effective strategies to 

tackle the competitors in the market, along with offering deep insight into the consumer trend. 

Furthermore, the data collected through big data analytics is highly valuable and it offers the 

organisations a chance for improving its overall profits with increased customer service. Along, 

with that this study will also analyse the benefits that are associated with the successful 

implementation of big data analytics within the company.     

 

1.8. Structure of Study 

The current research is divided into five different chapters.  

Chapter 1 provides an overview of the whole topic including a background of the 

research, aims and objectives, problem statement, rationale and significance of the research. 

Chapter 2 provides an in-depth review of the previous researches that have been 

conducted on the research topic. In this chapter of the study the researcher will try to address the 

different aspect and components of the topics that are associated with the research topic.   

Chapter 3 of the study presents the research methodology that is adopted for the study, it 

will include various components of the study such as the research philosophy, research approach, 

and research method research philosophy, research techniques,  limitations of the research, 

ethical considerations, accessibility issues, etc.  

Chapter 4 of the study will provide the readers with the results and findings of the study, 

along with that the researcher will also provide an analysis of the interpretations in the light of 

research.  
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Chapter 5 of the study will present the conclusion of the study, highlighting the key 

findings of the study, along with that the researcher will also present the future implications of 

the study along with the recommendations for the future.  
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CHAPTER 2: LITERATURE REVIEW 

 

2.1Big Data 

 Big data is the term that is used for the description of the large volume of data both 

structure and un-structured which inundates the business on daily basis. However, it is not the 

amount of data that is important, but what the organisation does with the data. Big data can be 

analysed for insights which can lead towards better decision making and strategic decision 

moves (Li, & Zhu, 2015, p. 705). While the term big data is relatively new, the act of data 

gathering and storing for conducting eventual analysis is antediluvian. This concept gained a lot 

of momentum in the beginning of the twenty first century, when Doug Laney an industrial 

analyst articulated the definition of big data as three V’s which include: 

Volume: Organizations collects large amount of data from a wide range of sources which 

include data related to financial transaction, social media, and information from the sensor. 

Velocity: Data stream at an unprecedented stream must be dealt with in a timely manner, 

sensors, smart metering, and RFID tags have driven the need for delivering the torrents of data in 

near-real time. 

Variety: For organisation data comes in different formats, from numeric and structured 

datain the traditional databases to unstructured video, audio, email, text documents, and financial 

transactions. 

 

2.2 Role of Big Data in the Prevention of Credit Card Fraud 

 Credit card fraud has become one of the most common frauds, which have a huge impact 

over the consumers and more importantly the business of the online retailers. Since the retailer is 
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not able to see the card physically, a thief can easily utilize a fake credit card or in some cases 

stolen credit card for making purchases (Murphy, 2013, p. 1917). An extensive amount of 

retailers use credit card as a tool that are provided by credit card companies such as the 

verification services that matches the number of card with the billing address given over the card, 

or a credit card company uses a three or four digit code that is embossed over the credit card and 

is known as the card security code. All of these steps are taken by the credit card companies for 

minimizing the extent of fraud. However, these methods are not fool proof, due to which there 

has been a major increase in credit card theft in last few years. Big Data can prove to be a highly 

effective and efficient tool that can be used for the prevention of credit card theft. Utilization of 

big data can enable the credit card companies to combat with credit card fraud in the following 

ways (Duman&Ozcelik, 2011, p. 1305).    

 

2.2.1 Analysis of Data 

Few years back, retailers used a subset or a small sample of their data for the analysis of 

fraudulent activities. It resulted in the consumption of a lot of time and resources when for the 

retailers to analyse a complete data set (Cardenas, Manadhata, &Rajan, 2013, p. 75). With the 

implementation of big data, the retailers will not only be able to analyse all the data for fraud, but 

the can also introduce new data sources. Analysis of full data sets could lead towards the 

generation of extensive amount of benefits which include; reviewing the transactions based of 

fraud rules that have been defined by the system, identification of new fraudulent patterns that 

are being added to the growing list of fraudulent rules, minimization of false positives for 

avoiding loss of revenue, and customers (Dal Pozzolo, et.al, 2014, p. 491).  For the minimization 

of the credit card fraud, big data can determine if the product is actually purchased through the 
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data streams from the social networks. It can also perform image analysis, and it can even 

establish partnership with third parties like Amazon, and eBay for accessing their listing. All this 

data can be aggregated and analyse through the utilization of big data tools like the Hadoop.   

 

2.2.2 Fraud Detection in Real-Time 

 Big data possesses the capability of combining live transaction with the data that is taken 

from various other resources such as; existing data warehouses for the detection of fraud in the 

real time. This method can result in the prevention of credit card fraud through the screening of 

the transaction against a set of pre-defined rules for the detection of fraud as part of the process 

of credit card authorisation (Seay et.al, 2015, p. 768). This includes the process of combining the 

data at the site with the data from the social feed of the customers;customers purchase history, 

the web logs, and the geo data from the Smartphones of the customers (Duman&Elikucuk, 2013, 

p. 62). 

 Since, all of these activities are done in real-time; all the fraudulent authorisations are 

declined. Furthermore, big data solution can enable an analysis of the historical transaction that 

have been made by the customer in previous weeks, months and years for the identification of 

fraudulent patterns, which can be automatically added to the set of the fraudulent rules, and these 

are used as the part of the fraud detection mechanism as a part of the process of real-time 

authorisation. Visa Inc. recently reported that they have experienced a fraud of over 2 Billion 

Dollars in the annual incremental fraud opportunities, which were carried out due to the robust 

fraud management system in place which analyses over five hundred different aspects of 

transaction for the detection and the prevention of fraud (Chaudhary, Yadav&Mallick, 2012). 

Another measure through which real-time analysis prevents fraud is through the processing of 



Big Data           11 
 

 

streaming data from the sensors that are attached with a high value items for the transmission of 

data over different location. This, results in the minimization of return fraud, as the retailer is 

aware of the time and location the item was delivered to the customer.  

 

2.2.3Use Visual Analytics 

 Other big data tools offer the retailers the capability of visualising data and deriving 

insights in order to analyse the data coming from various sources. Retailers can utilize these tools 

for the identification of products, regions, and more importantly the customer with a 

comparatively higher fraud rate based on the historical analysis of data (Tene, &Polonetsky, 

2012, p. 11). Big data helps in the identification of the areas in which time and money should be 

invested for the minimization of fraud. Visualization leads towards reduction in the manual 

efforts for reviewing each and every order. The report possesses the capability of graphically 

depicting the probability of the fraud for each and every transaction and it establishes a 

connection with the customer email for the escalation as needed.   

 

2.3 Big Data Analytics as a Tool for Credit Card Fraud Detection 

 In order to achieve a more accurate and less intrusive system for detection of fraud, credit 

card companies, along with other financial institutions are making heaps of investment in 

enhancing their security algorithms and the data analytics technology that are being used for 

identification, analysing, and combating of fraudulent activities. Big data technology utilizes 

large volumes of data that is being generated at a very high velocity with the aim of increasing 

the confidence and the accuracy of the fraud detection process.  
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In order to achieve a more accurate and less intrusive fraud detection system, banks and 

financial service institutions are increasingly investing to perfect the algorithms and data 

analytics technology used to spot and combat fraud. This technology uses large volumes of data 

being generated at a high velocity to increase confidence and accuracy in fraud detection. 

 

2.3.1 Increasing Accuracy in Fraud Detection 

 Credit card and the banking industry is highly customer centric, as they provide the 

services that are essential to ensure that they are tackling and at the same time attacking the 

fraudsters, and fraud practices in a strategic manner without disrupting the experience and trust 

of the customer (Balan&Popescu, 2011, p. 85). The key for non-disruptive and accurate fraud 

detection is the implementation of emerging technology which enables the banks, and credit card 

companies to gain a holistic view of the customers. 

 Thus, this view of fraud detection utilizes the data from a wide range of sources which 

includes data from the social networking sites, and mobile data which is then used to distinguish 

the fraudulent activities from the normal activities (Raj, 2011, p. 152). A simple illustration of 

this is a case in which a credit card customer fails does not provide the information to its credit 

card company regarding his or her traveling plans, big data will enable the credit card lender to 

gain insight from the social, and the mobile data which will help them company in determining 

that the customer is travelling (Bhattacharyya, et.al, 2011, p. 602). Thus, this would result in 

reduction of the incidence of the fraud.    

 Utilization of social networking data for clustering the information is another approach 

that is used by big data analytics. A simple illustration of this technology is the case in which the 

credit card holder’s social media contacts are tagged along with his or her co-workers and the 
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social profiles of every individual provides an indication of the current geographical disposition 

of the individuals along with that of the credit card holder. This information can be utilized to 

correlate the recent charges that are incurred by the card holder.   

 

2.3.2 Machine Learning 

 Machine learning is the emerging and the one of the most powerful aspects of big data 

analytics. Machine learning takes place when the agile systems are configured with the aim of 

learning from one another (Landset et.al, 2015, p.3 5). Along, with that it also helps in 

discovering of the patters that are buried in data, which learns from itself with the aim of 

delivering higher quality insights. This helps in the detection in real time and adaption of the 

system for more quick identification of fraud in the future.   

 Various machine learning models are being adopted by organisation progressively with 

the aim of screening the financial transaction of its customers through screening their transaction 

for fraud (Wang et.al, 2015, p. 285). Machine learning and text mining technologies can be 

utilized by credit card companies to effectively reduce the amount of false and fraud positive hits 

that are thrown out with the help of current surveillance systems. Thus, this would result in the 

reduction of the costs of manual inspection while at the same time making the process of fraud 

detection highly accurate and relevant for the companies.  

 

2.3.3 Big Data Analytics Social Network Visualisation Tools 

 Big data analytics also provides the credit card companies with various social network 

visualisation tools, which allows the investigators to actually identify their network confections 

enabling them to uncover previously unknown relationships, and enabling the banks to conduct 



 

 

their operation in a more effective

of social network visualisation tool

Figure 3: Social Network Visualisation Tools

While the big data analytics technology is still in the early stages, the bottom

the big analytics possess the potential of being used as a technology that can explore the large 

volumes of networked data, through the utilization of high speed 

configurable data entry from external source, and multiple internal sources

706). All of these practices are highly effective in the detection, analysis, and protecting the 

credit card companies from fraud. 

 

2.3.4 Real Time Big Data Architectures

 Credit card companies and banks are increasingly turning towards the big data analytics 

tools like the Real Time Big Data Architectures with the aim of predicting and prevent fraud in 

real-time. Technologies like these can prove to be inconvenient for the customer who frequently 

travel or make large purchases; however, an increase in the level of inconvenience of the 
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effective manner (Truong, 2013). Figure 3, provides a brief

toolthat can be implemented by credit card companies.

Figure 3: Social Network Visualisation Tools 

While the big data analytics technology is still in the early stages, the bottom

the big analytics possess the potential of being used as a technology that can explore the large 

volumes of networked data, through the utilization of high speed processing with the help of 

configurable data entry from external source, and multiple internal sources (Li, & Zhu, 2015, p. 

. All of these practices are highly effective in the detection, analysis, and protecting the 

credit card companies from fraud.  

Real Time Big Data Architectures 

Credit card companies and banks are increasingly turning towards the big data analytics 

tools like the Real Time Big Data Architectures with the aim of predicting and prevent fraud in 

hese can prove to be inconvenient for the customer who frequently 

travel or make large purchases; however, an increase in the level of inconvenience of the 
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companies.  

 

While the big data analytics technology is still in the early stages, the bottom-line is that 

the big analytics possess the potential of being used as a technology that can explore the large 

processing with the help of 

Li, & Zhu, 2015, p. 

. All of these practices are highly effective in the detection, analysis, and protecting the 

Credit card companies and banks are increasingly turning towards the big data analytics 

tools like the Real Time Big Data Architectures with the aim of predicting and prevent fraud in 

hese can prove to be inconvenient for the customer who frequently 

travel or make large purchases; however, an increase in the level of inconvenience of the 



 

 

customers can result in the loss of billions of dollars for the banks due to frauds

Westland, 2012, p. 1265).   

 Traditionally, fraud detection has focused towards the factors such as the known bad IP 

addresses or the usual login time. Big data analytics has brought a dramatic change through an 

approach that uses advanced analytic solution

towards the detection of the fraud in real

Real Time Big Data Architectures is a fraud detection mechanism that is used for the detection of 

the frauds without disputing the services. An illustrative representation of Real Time Big Data 

Architectures is presented in the figure 1.  

Figure 1: 

 

Hortonworks Systems Integration has developed a big data analytics tool for providing 

secure and effective solution for the financial services to their client. The Real Time Big Data 
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Architectures possesses the capability of detecting the fraud without any disruption

of the company (Wong, et.al, 2012, p. 53)

amounts of both structured and unstructured data sources from a hybrid of 

tool further utilises various algorithms and models to 

frauds present within the data for the prediction of customer behaviour 

 The Real Time Big Data Architectures is dependent on a multi

is based on the four tiers that includes; data, analyt

the Real Time Big Data Architectures requires implementation of the MapReduce through batch 

processing, and stream processing through Apache Storm

ability of the tool of reading, analysing and reacting to the stre

transactions are essential, storm in this case provides an advantage of distributed platform to 

perform sub-second response time. Furthermore, the system is capable of supporting st

it is also capable of supporting multiple workloads. It is a solution that could facilitate the 

process of the sub-second decision making which facilitates the financial decision of the 

company this could save a lot of time and money which is high

in the financial sector (Mishne, 2013, p. 1147)

Figure 2: Hortonworks Data Platform 2.0
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Architectures possesses the capability of detecting the fraud without any disruption

(Wong, et.al, 2012, p. 53). The solution is capable of processing massive 

amounts of both structured and unstructured data sources from a hybrid of multiple 

tool further utilises various algorithms and models to determine the patterns of anomalies and 

frauds present within the data for the prediction of customer behaviour  

The Real Time Big Data Architectures is dependent on a multi-tiered architecture, which 

is based on the four tiers that includes; data, analytics, integration, and decision. At the data tier, 

the Real Time Big Data Architectures requires implementation of the MapReduce through batch 

processing, and stream processing through Apache Storm (Zikopoulos et.al, 2012, p. 21

reading, analysing and reacting to the streamed data like the credit card 

transactions are essential, storm in this case provides an advantage of distributed platform to 

second response time. Furthermore, the system is capable of supporting st

it is also capable of supporting multiple workloads. It is a solution that could facilitate the 

second decision making which facilitates the financial decision of the 

company this could save a lot of time and money which is highly crucial for industries working 

(Mishne, 2013, p. 1147).  

Figure 2: Hortonworks Data Platform 2.0 
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second decision making which facilitates the financial decision of the 

ly crucial for industries working 
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 Fraud is a crime that is highly adaptive and most of the fraudsters today are armed with 

highly innovative technological tools, which mean that the credit card companies need to stay a 

step ahead of these attackers in order to ensure that they provide secure, and high quality service 

to its customers (Duman&Ozcelik, 2011, p. 1305). This is the reason why big data analytics are 

emerging to become one of the most preferred tools for the credit card companies and banks for 

the prevention of fraud without affecting the experience of the customers.   

 

2.4 Recommendations for Implementing Big Data 

 Credit card companies, along with other financial institution are increasingly becoming 

aware of the benefits that are associated with the implementation of big data analytics in fraud 

detection, but they often struggle with the fact of where they could get started. Following are 

some of the best practices that should be considered by the credit card companies while the 

development of a strategy for the implementation of big data within their organisations.   

 Initially start with small and very specific uses of big data analytics, thus, the first step 

that the banks should take is the identification of the business problems that could be 

resolved through making improvements in the fraud detection system, and then in the 

next phase dedicate the R&D resources for the development of those solutions (LaValle 

et.al, 2013, p. 21). This form of outcome based thinking will result in ensuring that the 

big analytics is successfully integrated with the current business practise.  

 Ensure that the data the company is working with is high quality, take time on the back 

end to ensure that the data that is being collected is proper and signals are being separated 

from the noise in order to ensure proper analysis of data.  
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 Develop an in-depth understanding of the regulatory environment, have a deep 

understanding of the boundaries for utilising customer data, along with all the other laws 

related privacy of the data. This is something that will always remain to be major 

challenge for the credit card companies; however, it is possible to manage through the 

adoption of a right approach.  

 Ensure that the business and the IT units of a company are working in close collaboration 

with one another, because the implementation of big data systems an prove to be a highly 

disruptive process for the organisations (Borkar, Carey, & Li, 2012, p. 11). Under such a 

circumstance it might prove to be beneficial for the credit card companies to adopt a 

destination driven approach in which the company and its team members articulate and 

agree over a clear set of well-defined goals. This would help in evangelising the big data 

strategy all over the organisation through gaining a broad buy-in. These clear objectives 

will result in motivating the teams to work towards the goal of providing fraud free 

services to its customer through inevitable friction. 

 Big data’s importance does not revolve around what amount of data an organisation 

possess, but it revolves around what the organisation do with that data. An organisation can take 

data from any source and analyse the data for finding answers which would result in; reduction 

of cost, time saving, decision making, and more importantly development and optimisation of 

products and services offered by an organisation (Riggins, &Wamba, 2015, p.1538). When big 

data is combined with high-powered analytics, businesses can accomplish various business 

related task such as:    

 Determination of the root cause of the failure, the issues and the defects present in the 

business in real time 
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 Generation of coupons at point of sale keeping under consideration the buying habits of 

the customers  

 Recalculation of the entire risk portfolios of the business in few minutes  

 Detection of fraudulent behaviour before it have a negative impact over the organisation 

Banking industry, along with other financial institution have large amounts of the data in 

the form of countless sources, due to which they are more prone to fraud. Thus, the banks face 

the challenge of finding new and innovative ways for managing big data in an effective manner. 

While it is important to understand customers and boosting their level of satisfaction, 

furthermore it is equally important to minimise the risk and the fraud while at the same time 

maintaining the regulatory compliance (Alessandri et.al, 2015, p. 259). For financial institutions 

big data bring in big insights, however, at the same time it also requires these organisations to 

stay a step ahead of the game through effective integration of advanced analytics within their 

organisation.   

 It is imperative to remember the fact that primary value of the big data does not come 

from the data in its raw for, but instead it comes from the processing and analysis of insights, 

products, and services which in turn emerges from the analysis of the data (Helbing, 2015, p. 

170). The comprehensive changes in the big data technology and the management approaches for 

big data are required to be accompanied through similar dramatic shifts in the manner in which 

the data supports the process of decision making and product /service innovation.  
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CHAPTER 3: RESEARCH METHODOLOGY 

 

3.1 Research Philosophy 

The process of research is based on certain philosophies which include realism, 

pragmatism, interpretivism, and positivism.  Realism is the belief that reality is ontologically 

independent of the perceptions, beliefs, conceptual schemes, and the linguistic practices (Cohen 

et.al, 2013, p. 15). Pragmatism is the philosophical which states that proposition is true only if 

works in a satisfactory manner, that the propositions meaning is to be found in the practical 

consequences that are associated with its acceptance, and that the unpractical ideas should be 

rejected (Rorty, 2013, p. 660). Whereas, positivism is somewhat similar to realism as it holds the 

reality which can be observed in an objective manner and can be analysed statistically.  

However, unlike realism positivism acknowledges the fact that there are certain realities that are 

un-observable (Tolman, 2012, p. 32). Interpretivism on the other hand holds that reality is 

constructed socially, and it cannot be measures objectively, but it can be interpreted through 

conducting subjective analysis. The current study is based on interpretivist as the research study 

aims to critically analyse the role of big data in credit card fraud detection, along with the 

evaluation of Big Data analytics as a tool for credit card fraud detection. 

 

3.2 Type of Investigation 

Research studies can be classified into three types depending on its purpose which 

includes; exploratory, descriptive, and explanatory. Exploratory research could simply be 

defined as the initial research into the hypothetical idea; it is an attempt of laying down the 

groundwork that could lead towards future studies (Rothenberger, 2013, p. 32), which helps in 
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the determination of the fact as to what is being observed should be explained through an 

existing theory. Descriptive research could simply be defined as the attempt towards exploring 

and explaining the topic, while at the same time providing additional information on the research 

topic (Rosmarin, Wachholtz, & Ai, 2011, p. 410). It is the type of investigation in which 

information collected could support the guesses made by the researcher. Whereas, the 

explanatory research is conducted for a specific research problem which in not defined clearly. 

This type of research often occurs under the circumstances in which the researcher known 

enough about the topic to make conceptual distinctions (Blatter, &Haverland, 2012, p. 535), 

thus, this research helps in the determination of the research design that is best suited for the 

study. Thus, the investigation that is adopted in this study is descriptive as the researcher in this 

study is attempting to explore and explain the role played by big data in credit card fraud 

detection therefore, the study aims to identify descriptive research as it attempts for exploring 

and explaining the topic and further explore the unidentified areas of research.  

 

3.3 Research Approach 

There are two types of research approaches; inductive and deductive. In a deductive 

approach the research tests the hypotheses and theories in new dimensions and settings, whereas, 

in an inductive approach hypothesis, models and theories are developed from the interpretation 

of the research findings. In this study the researcher has adopted an inductive approach in order 

to determine the role played by big data in the detection of credit card fraud.  
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3.4 Research Design 

The research design is categorized into three basic types; quantitative, qualitative, and 

mixed research. Quantitative research is the systematic investigation of a phenomenon that is 

observable through a statistical technique; its objective is to develop and employee mathematical 

models, theories, and hypothesis pertaining to the research phenomenon (Aydelotte et.al, 2015, 

p. 90). Qualitative research is the primary exploratory research, which is used for gaining an in-

depth understanding of an underlying reasons and motivations towards a research topic (Corbin, 

& Strauss, 2014, p. 12). This research design provides insights into the research problem and 

help in the development of hypothesis for the potential quantitative research. Mixed research 

method is a research method that is a mixture of both qualitative and quantitative research, their 

data, methodologies, and paradigms (Creswell, 2013, p. 18). The research design adopted in this 

study is qualitative research study as the research will conducted an in-depth analysis of previous 

studies to gain an understanding of the role played big data in credit card fraud detection.    

 

3.5 Research Strategy:Case Study 

A suitable research strategy helps in the achievement of the research aims and objectives 

through the collection of appropriate data keeping under consideration the aims and objectives of 

the research. It is known as the actual foundation of a research identity and helps in the 

identification of the approach that could be used by the researcher for the collection of data. 

There are different types of research strategies in qualitative research such as: interviews, 

experiments, archival research, and case study etc. The current research study will utilize a case 

study strategy for the collection of data. A case study is an in-depth study that is conducted on a 

particular topic; it is a method that is used for narrowing down a broad field of research into a 
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simple and easily researchable topic (Yin, 2013). However, it might not answer a question 

completely, it will provide the researcher with certain indication and it will provide elaboration 

on the research subject which is the role of big data in the credit card fraud detection. The case 

study selected for this research is Visa Inc. in order to identify Big Data analytics as a tool for 

credit card fraud detection. 

 

3.6 Data Collection methods and Tools 

In order to conduct a successful research study, it is essential to select the research 

method that is appropriate for the collection of data. There are basically two types methods that 

are used in researches for the collection of data, first is the primary data collection method, 

second is the secondary data collection method. In primary method that data is collected directly 

from the participants (Flaherty, Honeycutt Jr, & Powers, 2015, p.262), which is done through the 

help of observations, interviews, and surveys. Whereas, secondary data on the other hand is 

based on the collection of data from all the secondary resources such as previous research studies 

(Clark, 2013. P. 57).  

Research studies does not always the collection of data directly from the participants, 

there is large amount of data that is already existing in the libraries on wide range of topics that 

could be analysed for answering the research questions. Thus, secondary research is highly 

beneficial as it is time saving, cost effective and highly convenient for the researcher. Therefore, 

in this study the researcher will use secondary research data for the collection of data through 

case study in order to analyse the role that big data can play in the detection, analysis, and 

prevention of credit card fraud.  

 



Big Data           24 
 

 

3.7 Data Analysis Plan 

 Data analysis in secondary research is referred to the process that is associated with the 

use of existing research data in order to achieve the research aims and objectives, and answer the 

research questions (Trzesniewski, Donnellan, & Lucas, 2011). Secondary data for this study will 

be collected from libraries along with several other journals from search engines. Thus, the 

researcher in this study will utilise thematic analysis for analysing the data that will be collected 

by the researcher. The data collected has been distributed into different themes based on the 

research aims and objectives in order to achieve the desired outcome for the research.  

 

3.8 Research Limitations 

 There are certain limitations that are faced by researcher while conducting a research 

study; these limitations associated with a research study are known as the boundaries that usually 

limits the scope of the study. Following are some of the limitations which were faced by the 

researcher during this research study.  

 Financial constraints: Due to the availability of limited budgets the research was not able 

to access the libraries along with other paid reviews and articles to collect data for the 

research study. There were several libraries which consisted of journals and peer 

reviewed articles that were related to the topic of study, however most of those articles 

were paid or required membership which could not be accessed by the researcher.  

 Time Constraints: The time provided to a researcher for conducting researcher on this 

specifically broad topic was quite limited, as there are several tools and platforms that are 

used by big data analytics for the protection of credit card frauds along with several other 
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kinds of issues, however due to the shortage of time the researcher was only able to limit 

the study to few methods of big data analytics.  

 

3.9 Ethical Considerations 

 The research projects like the current one that are usually based on secondary data does 

not present any sort of ethical dilemmas, specifically because of the fact that the data that is 

collected for the research is already publicly available either from a library or through a search 

engine. The examples of such data might include the researching for the content on the internet, 

libraries, e-books, and research based on the data that is published in the company reports or the 

data that is provided by a business in response to the letter written by the researcher. However, in 

such cases you as a researcher are obligated to explain the company regarding how the 

researcher has utilized the data, thus, the greater the sensitivity of the data the more researcher 

will need to protect the data to assure your participants.  

Along, with that the concerns associated with the use of secondary data usually revolves 

around the potential harm that could be suffered by the subjects and the issues associated with 

the return for consent. Thus, the secondary data might vary in terms of amount of the data used 

for the identification of information present in it. In case there is no identifying information in 

the data or the data is completely devoid of such sort of information, then there are no ethical 

implications associated with the data.  
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CHAPTER 4: RESULTS OF THE STUDY 

 

4.1 Visa Credit Card Fraud 

 Credit card fraud has emerged as a highly prevalent issue and it continues to grow in 

extent every year. According to an estimation, in 2014 credit card companies suffered losses of 

more than 10 Billion Pounds (Hasan, W. and Wang, 2015, p. 1627). Along with that, the credit 

card fraud has also proven to be a major issue for customers, retailers and the banks that spend 

hours annually tracking down the fraudulent transaction and resolving the issues that are 

resulting in raising their actual costs.  

 A company that has suffered losses of Billions of Pounds is Visa. Since it is a payment 

process network, the company plays a crucial role in establishing a connection between the 

customer, banks, and the merchants and ensures that the process is safe, convenient, and reliable 

(Rosenbush. 2013). The increasing credit card fraud is challenging the profitability of the 

company, and the trust-based model of Visa. It is ultimately challenging the brand image of Visa, 

and customers are losing their trust in the service provided by the company specifically because 

Visa is held directly responsible for the fraudulent payments that are made online, along with all 

the other intangible costs that Visa has to bare due to credit card fraud.   

 In order to protect the system in today’s highly competitive and oligopolistic market, 

Visa has moved towards the implementation of Big data analytics for analysing the payments of 

Billions all over the world which are being processed by Visa. Visa has historically been able to 

analyse only 2% of the total information related to the payments. However, the company is now 

moving closer to more than 60%. Through the implementation of the big data analytics platform 

Visa has been able to simultaneously scan millions of data points, understanding and learning the 
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purchasing patterns of the individuals, and using cases from the previous fraud cases for 

highlighting and stopping the potential  irregularities (Perrons, and Jensen, 2015, p. 119). All of 

these processes are done in a highly effective and efficient manner with the help of feedback 

loop which improves the algorithm aimed towards spotting the future activities and repeat 

offenders. Along with that,Big data analytics is also helping them to know their customers, in 

order to enable the system to recognise the customers and cutting down the list of questions that 

they need to answer for proving their identity.  

 

4.2 Role of Big Data in Credit Card Fraud Detection at Visa 

 Credit card fraud is something that is at the top of the mind of all the banks and the credit 

card service providing companies like Visa. As discussed above, Visa has previously faced 

losses of millions of dollars in credit card fraud. In order to address this issue (Simon, 2013), 

Visa implemented a Big Data Analytic engine that has resulted in changing the manner of 

combatting the fraud. Visa has estimated that ever since the implementation of the Big data 

analytics, it has been able to identify the credit card fraud worth more than 2 Billion Pounds 

annually.  

 The implementation of Big Data Analytics have enabled Visa to study more than 500 

aspects of a transaction at a time, which is an extremely sharp movement as compared to the 

previous analytic engine that was used by the company that only allows to study only 40 aspects 

at once.  Instead of just utilising an analytic model, Visa currently operates more than 15 models 

which cover different segments of its market like some of their systems are based on the 

geographic regions.  
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 Since the credit card industry is specifically based on data, the various services and 

products that are being offered by these companies do not have any physical presence due to 

which credit card companies like Visa have to contend with the ever increasing volumes of data 

(Driscoll, and Walker, 2014, p. 20). This data is structured and unstructured and is highly 

sensitive and in most of the cases are subjected to extensive regulations. Through 

implementation of the Big data analytics, credit card companies can turn this variety, volume, 

and the velocity of the data into an actionable, secure, and real-time intelligence with the help of 

inclusion of application such as; Operations optimisation, and risk management.    

However, it is essential to understand that implementation of the new Big Data Analytics 

technologies like Hadoop is just a start as it only addresses 25% of the issues that are being faced 

by credit card companies like Visa. In order to turn the insights in real time actions, Visa will 

require additional Big data technologies for aiding the process of operationalizing the output of 

the batch analysis.  

Visa is currently in the process of creating andimplementing a strong authentication 

procedure for all of the card holders. Instead of just answering multiple questions for identity 

proof, the customer will only have to charge their cards and the rest will be done by the system. 

The system will itself analyse the context of the transaction for determination of the cardholder if 

he or she is the original card holder or not (Worst, 2014). Implementation of this technology has 

cost Visa millions of dollars, but it has proven to be immensely beneficial for Visa as it has been 

able to save over 2 billion in potential frauds. Visa is one of the very few companies that have 

taken the initiative to correct all the vulnerabilities present in the current system and create the 

methods that are efficient and effective in detection of fraud. This will in turn increase the level 

of confidence of the consumers and will also prove to be highly beneficial for the company.  
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4.3 Innovative Big Data Fraud Detection Methods Used by Visa 

In order to accommodate the large data sets, Visa in 2010 updated its database 

technology, and it started using Hadoop-based platform, which is a software framework that is 

based on the open source technology that is provided by Google Inc (Zikopoulos et.al, 2012, p. 

19). The Hadoop-based platform is designed for conducting quick processing of the huge amount 

of the data and information from incongruent data sets; it allows working with the cluster of low 

cost machines instead of using expensive servers. From a strategic point of view, it has enabled 

Visa to improve its fraud detection mechanisms year by year, and it has enhanced the ability of 

Visa for detecting the fraud. It has not only provided Visa with the ability of analysing the 

transaction, but it has also allowedVisa to add new types of the data such information related to 

the location of the customers for efficiently analysing their transactions. With the integration of 

new type of data in the system Visa has been able to increase the accuracy of their model.    

 Big data analytics will play a huge role in the authentication of the users in the future as it 

will eliminate the need of asking long list of question for providing the proofs of their identity. 

According to estimation, more than 95% of the transactions will be processed without asking the 

customer extra questions, because the Hadoop-based platform will enable Visa to analyse the 

behaviour of the customers and the transaction of the customers will be free of doubts of fraud. 

 This improvement driven by big data in credit card security will enable Visa to 

accomplish two strategic goals at once. It will improve the overall security; along with that, it 

will also redeem and enhance the level of trust of the customers in the brand. Both of these 

factors are critical for the growth of Visa and the well-being of their business because customers 

will not be willing to utilise the services provided by Visa until and unless they are 100% sure of 

the security mechanisms used by the company (Tung,  2013., p. 33). The investments made by 
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Visa in big data analytics serves as the baseline to the ability of Visa to thrive and grow as one of 

the world’s leading credit card service providing company.         

 Visa has also implemented in-memory analytics which is a high performance solution 

provided by SAS. The solution relies specifically over the in-memory computing for powering 

the machine learning algorithms and statistical data which are presented in the form of visual 

information. This has enabled Visa to reduce the need of moving heaps of data, and it has 

allowed them to perform more model iterations at a much accurate and faster pace. Tung 

described this solution as the processing of memorising all the information, versus having to go 

to a file cabinet for retrieving the information. In simple words, the in-memory analytics can be 

explained as an operation which has made everything easily and instantaneously accessible.    

 Solid analytics has not only helped Visa in processing of the payments. Visa has been 

able to deepen the client conversation, and it has enabled Visa to serve its client in a highly 

effective manner. Through the implementation of the incredible big data analytics tool and the 

expertise possessed by the company in mining data transaction, it has enabled Visa to use it 

analytics and consulting capabilities for assisting the clients and tackling the overall challenges 

faced by the business. Ultimately, it has enabled Visa to protect its payment eco-system, and 

redeem the trust of the employees in the brand.   

Right now the challenge that is present in front of Visa related to Big data analytics is 

associated with the management and utilisation of the massive data sets that are being generated 

regularly on daily basis. Through big data analytics, Visa aims to enhance the capability of 

analysing all the necessary information for solving the challenges related to security that is being 

faced by the business whether it is the fraud models of the company, and assisting the client in a 

more effective manner (SAS, 2015).  In-memory analytics has enabled Visa to become more 
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nimble, specifically, with the implementation of a 100x analytical system processing speed 

improvement the data and decision scientists at Visa has been able to perform iterations at a 

much faster pace.  

Another major hurdle that is present in front of Visa is overcoming staff related issues. 

Visa needs to recruit employees who understand human and business psychology and data 

analysis techniques (Fan, and Bifet, 2013, p. 4).  The ability of mining big data requires 

employees to possess the capability of operating and managing the cutting edge analytics that are 

essential for managing the big data analytics. Visa will need to build team rather than just 

focusing over the skills of individuals. Visa will require social scientists, who are the people who 

will study social networking, people who are capable of studying unstructured data, and 

computer scientists which are capable of performing data mining and making decisions for future 

strategies.   
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CHAPTER 5: CONCLUSION OF THE STUDY 

 

5.1 Conclusion 

 Without any doubts, data is the most valuable asset for an organisation because data 

represents the entire history of the business and interactions with the customer. Specifically, in 

the credit card industry where they have heaps of data to maintain related to the customers and 

more importantly there transactions worth million od pounds conducted on daily basis. As the 

organisation continues to do more business using digital channels, they need to go beyond just 

simply defining the data to tackle the fraudulent activities (Haykin, Wright, and Bengio, 2016, 

p.9). They are required to implement advance methods for predicting the potential of fraudulent 

activity, and take necessary steps for the prevention of the fraudulent activities. There is a lot at 

stake for companies like Visa; it is not just the cost of the fraud that the company has to bare, but 

it also hurts the reputation of the brand and the trust that the customers have regarding the brand. 

A solution to all of these problems is big data.  

Big data analytics enable organisation to analyse, combine, and integrate all the data at 

advance regardless of the format, size, and source for generating the metrics and the insights that 

are essential for addressing the fraud related challenges. Since the hackers and criminals are 

looking for newer ways for exploiting the defences of the business, it is now time for companies 

like Visa to become more proactive. The big data solution will allow them to leverage the 

relational and non-relational technologies allowing the companies to become more effective in 

the prediction and prevention of the fraudulent activities even before they can occur and prove to 

be drastic for the company and their business. Visa is among the very few companies that are 

using big data analytics for providing efficient and effective service to its customer. The 
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company has plenty of data to store and then analyse. Currently, there are over 400 million Visa 

cards holders in Europe, and €1 (US$1.4) in every €6.75 (US$9.2) spent in Europe is on a Visa 

card. Through analysing the big data in a highly efficient manner, Visa has ensured that instead 

of just looking at the services and the product along with other areas in isolation, it utilises data 

as whole to provide secure and quality service to its employees. 

Thus, in the conclusion it could be said that no company, and certainly not Visa, a credit 

card processing giant,can afford to stand still in today’s highly competitive environment. The 

company is at the risk of losing the trust of its customers, and its brand image which is 

something that it cannot afford. In order to confront the risk of credit card fraud, Visa introduced 

analytics engine, which harnesses the power of the big data consisting of powerful algorithms 

and underlying the software and the hardware which is capable of running calculation at a much 

faster pace, and in a much more cost effective manner as compared to the other traditional 

analytic engines. The model has enabled Visa to address the vulnerabilities present in their 

system before they have been exploited by the hackers.    

 The fraud detection efforts of the Visa moved towards a digital world twenty years back, 

when Visa took their authorisation system online. It resulted in declining the rate of fraud by 

20% at the period of time (West, and Bhattacharya, 2016, p. 50). In the year 2005, Visa 

integrated advanced authorisation techniques within its system, for making the transaction 

process for the customer simple and convenient. After the implementation of big data analytics, 

Visa has been able to identify the high risk purchases which include purchases of pre-paid cards, 

and LEDs which can be converted easily into cash. Furthermore, Visa is also on high alert on the 

detection of the warning signs like billing and shipment orders. Larger data sets also aids Visa in 

the detection of fraud, while at a time a simple transaction at the merchant might not look 
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suspicious, but a data set consisting of thousands of transaction might make the process more 

easier and enable Visa to identify a fraudulent transaction.   

Big Data Analytics have allowed to Visa to serve its clients in a more effective manner 

with the tailored consulting services (Chen et.al, 2014). Furthermore, it has also allowed Visa to 

help its client to succeed in the rapidly evolving payments industry. Visa is working in close 

coordination with its clients for improving the customer experience through providing 

integrating state of the art fraud detection tools, along with the consulting services which have 

allowed them to develop strategies that are highly effective. This approach has enabled Visa to 

enhance the overall customer experience and at the same time it has enabled to minimise the 

number of fraudulent transactions.   

 However, Visa has to ensure that it keeps on updating the technology with the passage of 

time as hackers are becoming more and more sophisticated by the passage of time. Therefore, it 

is essential that the cutting edge fraud detection systems that are being implemented by Visa 

continue are agile, adaptive, and accurate. This will require Visa to continuously conduct an in-

depth analysis of the ever-growing databases, along with consistently updating the production 

models of the business. It will allow Visa to timely and accurately detect the fraud, through the 

advanced learning on big data and fraud will no longer continue to be an added price of doing 

business for Visa. 
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5.2 Recommendations and Implications for Future 

1. In the future, it will be crucial for Visa to implement cloud big data technology for 

effective management and utilisation of the massive data sets that are being generated 

regularly on daily basis. 

2. Visa will have to come up with an effective human resource management strategy to 

resolve the staff related issues, as integration of latest big data technologies on 

continuous basis will demand to recruit employees who understand business 

psychology and data analysis techniques, and they must possess the capability of 

managing an operating the updated big data analytics, which are essential for 

effective management of big data analytics. 

3. Visa can implement the latest and updated methods for the mining of data 

transactions, as it will ensure that the Visa can use its consulting and the analytical 

capabilities for assisting the clients in an effective manner. 
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